Maintain Your Computer
Keep your computer up and running by performing regular maintenance.

Maintaining Your Windows XP-based PC
Now there's a subject that ranks on the excitement scale just below cleaning gutters and
just above watching paint dry. But we all know that not doing system maintenance can
result in some real excitement—of the type none of us wish to experience.
Two important tasks that need to be done regularly are disk cleanup and disk
defragmentation. Disk cleanup rids your computer of the miscellaneous detritus that
accumulates—temporary files of all sorts and old setup files. Disk defragmentation is
needed less frequently, but is still required because files tend to get increasingly chopped
up over time. Both problems slow your system and both are easy to solve. What's
annoying about performing system maintenance tasks is that you can't do anything else
with your computer while the hard disks are being cleaned up or defragmented. People
put off system maintenance because they have work to do, and are bored by staring at a
screen while these kinds of tasks are carried out. Fortunately, with Windows XP you can
automate these operations. Just set them up once and forget about them.

Disk Cleanup
The Disk Cleanup tool is found by clicking Start, pointing to All Programs, then
Accessories, then System Tools, and then clicking Disk Cleanup. You can, of course,
just run the tool by clicking it and following the prompts. After you've done that a few
times though, I think you'll find the thrill is gone. Here's how to automate the whole
process to run while you're away from your computer:
1. Click Run from the Start Menu.
2. In the Open box, type cleanmgr /sageset:1
3. Click OK.
Disk Cleanup opens with a list of the possible files to be deleted. Select a file type to
display a description. Check the boxes for the files you want removed, and click OK.
Next, you can schedule Disk Cleanup to run when you want it to.
1. Click Control Panel, then click System and Maintenance, and then click
Scheduled Tasks.
2. Double–click Add Scheduled Task to start the Scheduled Task Wizard. In the
list of applications you want Windows to run, click Disk Cleanup, and then click
Next.
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3. Select a frequency for the task—weekly is good—and click Next.
4. Select a day of the week and time for the task to run.
5. Enter the name and password of a user. The program will be run as if that user
started it. Check the box to open Advanced Settings when you're done
6. In the Run box, add the following to the end of the path: /sagerun: 1 and then
click OK.

Task Scheduler will automatically run Disk Cleanup with the settings you selected at
the time you selected. (Remember to leave your computer on!)
Note: You can customize Disk Cleanup to delete different files at different intervals by
specifying more than one sageset. Just change the number to sageset: 2 or sageset: 3 (in
fact, any number from 0 to 65535). Each sageset can have different files selected. Then
you can set up a separate scheduled task to execute each set by specifying sagerun: 2 and
sagerun: 3 and so forth.
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Disk Defragmenter
You can also automatically defragment your hard disk, although it doesn't need to be
done as frequently as cleaning up your hard disk. Open Scheduled Tasks, and double–
click Add Scheduled Tasks to start the Scheduled Task Wizard. When you get to the
list of applications, click Browse, and navigate to windows\system32\defrag.exe, and
click Open.

Again, select the frequency for the program to run—monthly is usually more than
enough. To defragment a disk, you'll need to supply the name and password for an
account with administrative privileges. The definition of administrator varies slightly
from Windows XP Professional to Windows XP Home Edition, but essentially it means a
user who has control over the computer, can install software, and can change user
passwords. Check the box to open Advanced Settings when you're done.
In the Run box, add the letter of the drive to defragment so it looks like
C:\windows\system32\defrag.exe c:.
Only one instance of Disk Defragmenter can be running at any given time, so if you have
multiple partitions, you'll need to add a separate scheduled task for each one. You don't
need to use the wizard after you're familiar with the procedure. Open Scheduled Tasks
from Control Panel, on the File menu point to New, and then click Scheduled
Task. Name the new task and double-click to open it and fill in the necessary
information. Be sure to schedule defragmenting sessions far enough apart so they don't
overlap.
Note: A minimum of 15 percent free space on your hard disk is needed for Disk
Defragmenter to run. This is yet another argument in favor of frequent and aggressive use
of the Disk Cleanup tool.

Restore Your Computer's Performance with Windows XP
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If your computer seems slower than it used to be, it probably is. My one-year old laptop
is much slower now than when it was new. Over time, computers get slower for a variety
of reasons: files become disorganized, unnecessary software consumes resources, unused
network drives slow startup, or too many programs automatically run at startup. Larger,
serious issues can dramatically slow your computer's performance too. You may have a
virus or need to troubleshoot problems by clean booting.
Fortunately, Windows XP includes tools to clean your computer and restore its
performance. As I write this, I'll be cleaning up my own computer and explaining how its
performance improves. I'll cover Backup, Disk Cleanup, Disk Defragmenter, Add or
Remove Programs, and the System Configuration tool.

Back Up First
Back up your computer before you run any system tools or do any troubleshooting. This
is not just an over-cautious warning. Some of the steps I recommend can cause preexisting but hidden problems to surface, which may keep your computer from starting.
Windows XP includes Backup, a tool that helps you protect your data.
To open the Backup or Restore Wizard
•

Click Start, point to All Programs, point to Accessories, point to System Tools,
and then click Backup.

Before I make any changes, I'm going to time my computer to see how long it takes to
restart. That way I know which of the changes helps the most. My computer took about
three minutes to shut down, restart, and then open my E-Mail client and browser. Of
course, I hope to improve the computer's overall performance, but the time it takes to
restart is easiest to measure.

Clear Out Forgotten Programs
The first step in tuning up your computer's performance is to remove any unnecessary
programs. I install new programs all the time. Sometimes I'm thrilled with the new
program and I continue to use it. Other times, it doesn't do what I hoped, and the program
sits on my computer consuming resources and hurting performance.
Follow these steps to remove unneeded programs:
1. Click Start, and then click Control Panel.
2. Click Add or Remove Programs.
3. Scroll through the list and examine each program. Windows XP lists how often
you use a program and what day you last started it. As shown in Figure 1, the Age
of Mythology Trial is a good candidate for removal from my computer. Though I
liked the game, I haven't used it recently and it's consuming a lot of disk space.
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You shouldn't remove anything labeled as an Update or Hotfix, however, because
they improve the security of your computer.

Figure 1. The Add or Remove Programs window.

4. Click each program you no longer need, click the Remove button, and then
follow the prompts to uninstall it.
You may have to restart your computer after removing a program. After your computer
restarts, repeat the steps above to remove more programs.

Free Up Wasted Space
Removing unused programs is a great way to free up disk space, which will speed up
your computer. Another way to find wasted disk space is to use the Disk Cleanup tool by
following these steps:
1. Open My Computer, right-click Local Disk, and then click Properties.
2. On the General tab, click the Disk Cleanup button. Disk Cleanup will spend a
few minutes examining your disk.
3. The Disk Cleanup dialog box opens. As you can see in Figure 2, it found almost
three gigs of space on my computer that it could free up!
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Figure 2. The Disk Cleanup tool.

4. Select the desired check boxes in the Files to Delete list, and then click OK. Disk
Cleanup will spend several minutes clearing space.
5. If you have more than one hard disk, repeat this process for each hard disk listed
in My Computer.

Defragment Your Computer
I hate newspaper articles that start on the front page but continue somewhere in the
middle of the newspaper. I could get through the article much faster if it was printed on
consecutive pages like a magazine article. Files on your computer can either be
fragmented like a newspaper, or unfragmented like a magazine. Over time, more and
more files become fragmented. When a file is fragmented, it takes longer for the
computer to read it because it has to skip to different sections of the hard disk—just like
it takes me a few seconds to find a page in the middle of a newspaper. Figure 3 compares
how a computer reads unfragmented and fragmented files.
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Figure 3. Fragmented and unfragmented files compared.

You need administrator privileges to defragment a drive or volume. Although
fragmentation is complicated, it's easy to defragment your computer by following these
steps:
1. Open My Computer, right-click Local Disk, and then click Properties.
2. On the Tools tab, click Defragment Now. The Disk Defragmenter opens.
3. Click your first hard disk, and then click Defragment. As shown in Figure 4,
Disk Defragmenter will work for at least several minutes, though it may take
several hours.

Figure 4. The Disk Defragmenter tool.

4. If you have more than one hard disk, repeat this process for each hard disk listed
starting at Step 3.
My laptop's files were not terribly fragmented, so defragmenting them didn't speed it up
much. However, after defragmenting the hard drive on my desktop computer, Windows
and other programs started about 20% faster!
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Disconnect Unused Network Connections
If you've ever had a network with more than one computer, you probably found it useful
to share files between the computers by mapping a network drive. Network drives allow
one computer to read and write files to another computer's hard disk as if it were directly
connected. I use network drives all the time, and for me, they were the most significant
source of slowness.
The problem with network drives is that Windows XP will attempt to connect to the
network drives when Windows starts. If the remote computers don't respond
immediately, Windows will wait patiently. Additionally, some programs will attempt to
connect to the network drives when you browse for files and folders. If you've ever tried
to open a file and had to wait several seconds (or minutes!), it's probably because the
program was trying to establish a network connection—even if the file you are opening is
on your local computer.
I am not as patient as Windows, and I'd rather not wait for unused network connections to
respond. To reduce this problem, disconnect any unused drives by following these steps:
1. Open My Computer.
2. On the Tools menu, click Disconnect Network Drive….
3. Select the network drives that you no longer need, and then click OK.
After I disconnected the network drives on my computer, my computer was able to restart
in 1 minute, 45 seconds—about 40% faster!

Remove Autostart Programs
The next step in restoring your computer's performance is to identify any unnecessary
programs that start automatically. Often, programs configure themselves to run in the
background so that they appear to start quickly when needed. Some of these programs
show an icon on your taskbar to let you know that they're running, while others are
completely hidden. These autostart programs probably won't noticeably slow down your
computer as it starts up, but they will steal away trace amounts of memory and processing
time as your computer runs.
Windows XP comes with the System Configuration tool (Msconfig.exe), an excellent
way to manage the startup process. To start it:
1. Click Start, click Run, type Msconfig, and then press <Enter>.
2. On the Startup tab, you'll see a list of all the programs and processes that are set
to run when Windows XP loads.
3. Speed up your overall start time by clearing the check box next to any item you
think you don't need.
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4. Click Apply, and then restart your computer for the changes to take effect.
My favorite way to examine autostart programs is to use the Autoruns freeware tool from
Sysinternals. Autoruns lists every program that will automatically start and allows you to
quickly delete the link to the program. Many autostart entries are important parts of
Windows XP, including Userinit.exe and Explorer.exe. So you should not simply delete
everything that you don't recognize.
For example, Figure 5 shows Autoruns revealing a file called nwiz.exe that is set to start
automatically. I visited The Startup Applications List, typed in nwiz and discovered that
it's used to set my desktop layout preferences. I'd like to keep this functionality, so I won't
delete it.

Figure 5. The Autoruns freeware tool.

I also found a file named Wzqkpick.exe. After reading the description at The Startup
Applications List, I decided I don't need to load that file automatically. I deleted the link
using Autoruns by right-clicking it and then clicking Delete. This procedure works best
for advanced users of Windows XP. If you aren't sure a program is unneeded—leave it!
The Startup Applications List may provide instructions for removing the startup program.
If available, you should follow those instructions instead of deleting the link by using
Autoruns.

Windows XP Backup Made Easy
Most people think about backing up data about 10 minutes after it's too late to do any
good. If you realize that you really need a good backup program after your hard disk
crashes or your teenager decides to clear out some of your files to make room for new
music downloads, you're setting yourself up for a data disaster. Are you prepared to lose
your E-Mail address book (and all your messages)? What would you do if your entire
collection of digital photos disappeared tomorrow in a puff of electrons? Do you have
backup copies of your electronically-filed tax return or your crucial correspondence?
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Fortunately, backing up your essential files is neither difficult nor time-consuming. In
fact, the whole process can take as little as 10 minutes a week, and you can let Windows
XP do most of the work.

Get Started
Before you can even think about creating a backup, you have to get your files in order.
This doesn't mean you need to make like Felix Unger and compulsively rearrange every
file in every folder. Just check to make certain all your essential data files are stored in
one easy-to-find location.
Windows XP makes this task especially easy by giving every user account its own
personal profile, which consists of a set of subfolders in the Documents and Settings
folder. Your profile holds your personal files (in the My Documents folder), Outlook
Express E-Mail messages, Internet Explorer Favorites and cookies, and information about
your settings and preferences. If you have personal data stored elsewhere, consider
moving it into the My Documents folder to make backing up easier. If you're unwilling or
unable to move those files, make a note of where they're located so you can be sure you
add them to your backup set later.

Open Windows XP Backup
Windows XP includes its own backup program, although you may need to do some
digging to find it. You can also take your pick of third-party programs that add bells and
whistles you won't find in the basic Windows XP Backup utility.
If you use Windows XP Professional, the Windows Backup utility (Ntbackup.exe)
should be ready for use. If you use Windows XP Home Edition, you'll need to follow
these steps to install the utility:
1. Insert your Windows XP CD into the drive and, if necessary, double-click the CD
icon in My Computer.
2. On the Welcome to Microsoft Windows XP screen, click Perform Additional
Tasks.
3. Click Browse this CD.
4. In Windows Explorer, double-click the ValueAdd folder, then Msft, and then
Ntbackup.
5. Double-click Ntbackup.msi to install the Backup utility.
With that chore out of the way, you're ready to begin backing up. By default, the Backup
utility uses a wizard that makes the process straightforward. To start Backup:
1. Click Start, point to All Programs, point to Accessories, point to System Tools,
and then click Backup to start the wizard.
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2. Click Next to skip past the opening page, choose Back up files and settings from
the second page, and then click Next. You should see the page shown in Figure 6,
which represents your first decision point.

Figure 6.

Decide What to Back Up
You might be tempted to click All information on this computer so that you can back
up every bit of data on your computer. Think twice before choosing this option, however.
If you've installed a slew of software, your backup could add up to many gigabytes. For
most people, the My documents and settings option is a better choice. This selection
preserves your data files (including E-Mail messages and address books) and the personal
settings stored in the Windows Registry.
If several people use your computer—as might be the case on a shared family PC—select
Everyone's documents and settings. This option backs up personal files and preferences
for every user with an account on the computer.
If you know that you have data files stored outside your profile, click Let me choose
what to back up. This option takes you to the Items to Back Up page shown in Figure
7.
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Figure 7.

Select the My Documents check box to back up all the files in your personal profile, and
then browse the My Computer hierarchy to select the additional files you need to back
up. If some of your files are on a shared network drive, open the My Network Places
folder and select those folders.
This option also comes in handy if you have some files you know you don't want to back
up. For instance, I have more than 20 GB of music files in the My Music folder. To keep
my data file backup to a reasonable size, I click the check box next to the My Music
folder. This clears the check box from all the files and subfolders in My Music.

Decide Where to Store Your Backup Files
On the Backup Type, Destination, and Name page, Windows asks you to specify a
backup location. If you're one of those exceedingly rare individuals with access to a
backup tape, the Backup utility gives you a choice of options in the Select a backup type
box. No tape drive? No problem. Backup assumes you're going to save everything in a
single file; you just have to choose a location for that file and give it a name.
By default, Backup proposes saving everything to your floppy drive (drive A). Although
that might have made sense 10 years ago, it's hardly a rational choice today. You'd need
dozens, perhaps hundreds of floppy disks to store even a modest collection of data files,
especially if you collect digital music or photos.
Instead, your best bet is to click Browse and choose any of the following locations:
•

Your computer's hard disk. The ideal backup location is a separate partition from
the one you're backing up. If your hard disk is partitioned into drive C and drive D
and your data is on drive C, you can safely back up to drive D.
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•

A Zip drive or other removable media. At 100-250MB per disk, this is an option
if you don't have multiple gigabytes to back up. Unfortunately, the Windows
Backup utility can't save files directly to a CD-RW drive.

•

A shared network drive. You're limited only by the amount of free space on the
network share.

•

An external hard disk drive. USB and IEEE 1394 or FireWire drives have
dropped in price lately. Consider getting a 40 GB or larger drive and dedicating it
for use as a backup device.

After you've chosen a backup location, enter a descriptive name for the file, click Next to
display the wizard's final page, as shown in Figure 8, and then click Finish to begin
backing up immediately.

Figure 8.

Set a Schedule—and Stick to It
If you're disciplined enough, you can repeat the above steps once each week and perform
regular backups when you're ready. If you'd rather not count on remembering to perform
this crucial task, however, set up an automatic backup schedule for Windows. When you
get to the final page of the Backup Wizard (see Figure 8 above), don't click Finish.
Instead, click the Advanced button, and click Next to open the When to Back Up page.
Choose Later, and then click Set Schedule to open the Schedule Job dialog box shown
in Figure 9.
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Figure 9.

This example shows the settings for a weekly backup on Friday afternoon—a good way
to make sure your week's work is protected. But you can set almost any schedule you
want by poking around in the extensive set of options available in this dialog box. After
you click OK to save your changes, Windows XP runs the backup automatically. Just
remember to leave your computer turned on.
All in all, you can count on backing up 5 GB of data in as little as 10 minutes. And you
don't need to worry about shutting down running programs, either—thanks to a feature
called volume shadow copy, the Backup utility can safely create a copy of any file, even
if it's currently in use.

Other Backup Alternatives
The Windows Backup utility is handy and free, but it's not your only backup choice.
Depending on your preferences, you can choose all sorts of third-party backup solutions.
For instance:
•

Want to back up your E-Mail and nothing else? Try OutBack Plus 4 or the
Microsoft Outlook Personal Folders Backup Utility if you use any version of
Microsoft Outlook, or use OE Backup for Outlook Express. These programs
specialize in helping you keep safe copies of your messages and addresses.
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•

Want the option to restore your entire hard drive in case of a crash? Drive
imaging tools like PowerQuest Drive Image 2002 can take a virtual snapshot of
your disk, compress it to a single file, and save it for quick recovery later.

•

Worried that fire, flood, or theft will wipe out your backup copies along with your
computer? Consider paying a few dollars a month for online backup alternatives
like Xdrive Plus or @Backup, where you can upload your most important files
for storage on a secure server.

Naturally, you always have the option of copying important files to removable media.
With CD-RW drives and their 650 MB-per-disk capacity, that's an attractive option. In
fact, just about any backup program is preferable to doing nothing and hoping that your
data will magically take care of itself.

Automatic Updates Fix Compatibility Problems
Keeping Your System Current
Updating an operating system when you install new drivers, add new hardware or
software, or encounter setup or security bugs can be a major problem for the user and the
OS vendor. For the user, it often means sorting through a bewildering list of patches to
figure out which one you need, and then determining what other patches to apply (and in
what order) before you can apply the original one. The OS vendor has the problem of
supporting this less-than-friendly process. Not only does it need to deliver the right
patches to the people who need them, but it also needs to integrate them into the OS
installation media and documentation. Windows XP includes two new features that make
this process essentially painless for the user and for those who support the user—
Dynamic Update and Automatic Updates. Dynamic Update occurs during setup, and
the Automatic Update feature works to get updates into the system after it's up and
running.

Dynamic Update
Dynamic Update is a new feature built into Windows XP Setup that automatically
checks for new drivers, compatibility updates, and security fixes while Windows XP is
being installed. All that's required is that you have a working connection to the Internet.
During installation you can choose to have Dynamic Update check for updates: then it
automatically downloads any device or application updates and uses these replacement
files instead of the files on the installation CD, ensuring that you've got the latest updates
available.
By updating your installation files on the fly, Windows XP can quickly integrate new,
certified device drivers, critical security fixes, and compatibility updates, which ensures
that the system you install doesn't immediately need to be patched and that your brand
new video card is recognized and supported just as soon as there are certified drivers
available for it. Dynamic Update is an important step in making computers more reliable
and easier to use.
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Automatic Update Feature
While Dynamic Update works during the initial installation of Windows XP, the
Automatic Update feature works after installation to ensure that critical security and
compatibility updates are made available for installation automatically—without
significantly impacting your regular Internet use.
Automatic Updates work in the background when you are connected to the Internet to
identify when new updates are available and download them to your computer. The
download is managed so that it doesn't impact your Web surfing, and will pick up where
it left off if the download is interrupted. When you install Windows XP, you'll be
prompted to set up Automatic Updates (see the notification settings in Figure 10), and
you can choose your options:
•

Automatically download the updates and then be prompted to install them. This is
the default, and recommended for most users.

•

Notify you before downloading, and then notify again after they're downloaded
before installing. This option makes sense for users who travel and want to
control when they perform the download.

•

Disable AutoUpdate.

Figure 10.

When the download has completed, you'll be notified that it's available and be prompted
to install the update. You can install it then, get more details about what's included in the
update, or let Windows XP remind you about it later. Some installations may require you
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to reboot, but some will not. Click the Details button to see what's in the update, and if a
reboot is required. Even if a reboot is required for the update to be activated, you'll
control when the reboot happens, as shown in Figure 11.

Figure 11.

The real beauty of AutoUpdate is that it's painless. You don't have to do anything until
the update is downloaded to your computer and available, and the actual installation is
almost equally painless.

Windows Update
Finally, a word on Windows Update, the online update system that is included with
Windows XP. When you add new hardware in Windows XP and Plug and Play can't find
a driver locally, it searches Windows Update for a driver if you're connected to the
Internet. If you're not connected, it even prompts you to connect. It also searches for
updates for your computer's operating system and software. Be sure to install any Critical
Updates: they're designed to protect your computer from known security problems.
Here's how Windows Update works:
1. When you enter Windows Update, click Scan for updates.
2. Browse through the available updates in each category, and click Add to select
the update of your choice. You can also read a full description of each item by
clicking the Read more link.
3. When you have selected all the updates you want, click Review and install
updates, and then click Install Now.
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Note: Some updates may require that you restart your computer. Save your work
and close any open programs before beginning the installation process.

Getting the Most from Windows Update
Once a year I call my parents and invite them to deliver their laptop so I can do a little
maintenance on it. I should do it more often, but it slips my mind until I hear of a new
critical update or patch for a virus. Generally, my work consists of removing digital
pictures that didn't make the cut, running Disk Cleanup and Disk Defragmenter, updating
anti-virus software, and visiting Windows Update. Getting the much-needed updates for
their Windows XP-based laptop takes a while using my dial-up connection. But my
parents rarely go online, so getting the updates on their own is nearly impossible.
I'll talk about the roadblocks that keep many people from maintaining an updated
computer and how to get around them. Sometimes a slow dial-up Internet connection
deters users from keeping current. Or it's the false impression that updates aren't needed if
their computer is running well. Often it's the same problem my parents have—they go
online once a week to send a few E-Mail messages or make a purchase, but are never
online long enough to download the updates. After a while they're so far behind, it seems
like too big an undertaking to catch up. If you're in this position, read on. There are
several ways to get updated and stay updated, even under the most trying circumstances.

About Windows Update
Windows update is an online extension of Windows that helps you keep your computer
up-to-date. Windows Update allows you to easily obtain the latest software, hardware,
and operating system updates and fixes, and they are personalized specifically for your
computer. Because the Windows Update website is updated regularly, you should visit
once a week or set Windows Update to check for updates automatically each time you go
online.
Staying updated is important because the updates help your computer run more smoothly
and they address, repair, and protect your computer from newly-found security breaches
and viruses. The updates even address driver issues, offering newer drivers for your
hardware as they become available to Microsoft.
There are three types of updates: Critical Updates or Service Packs, Windows Updates,
and Driver Updates. In Figure 12, you can see that my parent's laptop is pretty far behind.
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Figure 12.

Note: Microsoft regularly sends E-Mail messages to subscribers of their security E-Mail
notification services when they release a Microsoft Security Bulletin. But Microsoft
never sends E-Mail messages that contain the actual updates. If you get an E-Mail
message with an attachment that supposedly contains these updates, delete it
immediately.

Configure Automatic Updates
Microsoft lists turning on the Automatic Updates feature as one of the three important
steps to protect your PC. You can easily configure Automatic Updates to look for updates
automatically each time you go online. With that done, you have to make a sincere effort
to log on for a few hours each week, and give the computer a chance to catch up or
remain updated.
In Windows XP, you must be logged on as an administrator or a member of the
Administrators group to modify Automatic Updates settings. Here's how to configure
Automatic Updates:
1. Click Start, click Control Panel, click Performance and Maintenance, and
then click System.
2. On the Automatic Updates tab, select the Keep my computer up to date check
box.
3. Under Settings, select an option. I suggest Download the updates automatically
and notify me when they are ready to be installed, as shown in Figure 13. Then
click OK.
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Figure 13.

Now, you can connect to the Internet and let Windows Update work behind the scenes to
get your computer back into shape. Each time new updates are found, a Windows Update
icon appears in the notification area. Just click the icon and follow the steps to install the
updates. I set up automatic updates like this so I'm notified when they're ready to be
installed. And note that although you have to be online to download the updates, you
don't need to be online to install them.
The Protect Your PC site recommends scheduling installation, the third option under
Settings in the procedure above. This lets you set when the installation will occur,
typically at a time when you're not at the computer (in the middle of the night, for
example). You never have to worry about the update installation process if you choose
this option. Just don't forget to leave your computer on at the scheduled time.

Get the Updates Manually
Be diligent about finding and installing any critical updates or Service Packs, because
these are extremely important updates and are necessary to keep your computer safe,
secure, and running efficiently. However, if you've been lax about getting the updates or
if you have Automatic Updates disabled, you can manually check to see what updates
you're missing. Some updates might require that you restart your computer. Save your
work and close any open programs before beginning the installation process.
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Here's how to manually check for updates:
1. Click Start, point to All Programs, and then click Windows Update at the top of
the list.
2. At the Windows Update Web site, click Scan for updates.
3. If there are Critical Updates and Service Packs listed, click Review and install
updates, read the list of updates, and click Install Now.
4. Read the License Agreement and click Accept to begin the installation. The
download and installation are automatic, as shown in Figure 14.

Figure 14.

When the Critical Updates and Service Packs are installed, repeat the steps above and
obtain the rest of the available Windows XP updates and/or driver updates. Continue in
this manner until all updates have been obtained.

Leave Your Computer Connected Overnight
If you're really behind in updating or if you have a slow Internet connection, you might
find that it'll take more than a few hours of downloading to get caught up. If you've never
updated before, the wait time could be longer. It's important to catch up though, so if you
have to, leave the computer connected to the Internet overnight and let Windows Update
do its thing. Make sure you've signed up for enough hours per month with your ISP to
leave the computer logged on overnight. You don't want to get a huge bill from them for
going over.
If that's your plan of action, and I think it's a good one, verify that the modem won't log
off during the session first:
1. Click Start, click Control Panel, click Network and Internet Connections, and
then click Network Connections.
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2. Right-click your Internet connection, and then click Properties.
3. On the Options tab, under Redialing options, in the Idle time before hanging up
box, click Never.
4. Select the Redial if line is dropped check box, and then click OK.

Creative Ways to Get Updates
Leaving the computer connected overnight might not be an option for any of the
following reasons:
•

You're on the road and don't have a connection at all.

•

You have to pay long distance fees to connect to the Internet and the telephone
bill would be too high to stay connected overnight.

•

Your ISP only gives you 10 hours a month and you're out of time.

If you can't use your dial-up connection overnight, you'll have to be a bit more creative.
As I mentioned earlier, my parents have a clear-cut way that works for them; they bring
their computer to my house and leave it with me. If you have a friend or family member
with a connection to the Internet who is willing, this is an optimal way to go. If they have
broadband connection, the process will go that much faster.
If that's out of the question, you can order Windows XP Service Pack 1a (SP1a) on a
disk. Service Packs are collections of updates and fixes in one package. Many of the
critical updates and Windows updates you've been missing are probably located in
Windows XP Service Pack 1a, the most recent service pack for Windows XP. The disk is
available from Microsoft for a nominal fee of $9.95 US. Just point your browser to the
order page and fill out the required information or call 1-800-360-7561.
Another good way to get the updates is to ask a friend with a CD burner and Service Pack
1 to burn the files to a CD for you. If they saved the downloaded files to their hard drive,
the installation files will be on their computer in whatever folder they saved them to. All
you have to do is pop in the disk, browse to the installation files, and double-click.

Do I Really Need These Updates?
To answer this question in the briefest terms possible, the answer is yes, you should
install most of the updates, most of the time. You should always install the critical
updates and the Service Packs, and I firmly believe you should install the available driver
updates too. These files will help your computer run safer, smoother, and more
effectively than if you choose not to install them.
The third type of update, the Windows updates, might not be necessary every time
though, depending on your system set up. If you're ever in doubt about what you are
installing or if it's needed, simply click Details in the Automatic Updates dialog box
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before you install, and read what each update addresses. In the Details dialog box, shown
in Figure 15, you can read what the patch, update, or Service Pack addresses, and make a
judgment depending on what you read.

Figure 15.

You can see from Figure 15 that this Critical Update is quite necessary. It's a cumulative
patch for Internet Explorer 6, and addresses security issues relating to that component. It
states that an attacker could compromise systems with Internet Explorer 6 installed, even
if it is not used as the Web browser. You'll find that most automatic updates are
necessary, as this one is.
Figure 16 shows a Windows update that I feel is not necessary for my system set up. It
offers the .NET Framework, a component that has been specifically designed for
developers who want to create software and deploy it to users. I don't want to do that, so I
don't believe this is a necessary installation for my system. However, if you're running
applications written by developers writing .NET apps, you can be required to install the
.NET framework. It's not just a tool for developers: depending on what software you're
running, you might need it too. You can make these kinds of decisions by reading the
additional information and deciding if components are necessary for your system. If you
ever want more information, just click Read more.

Figure 16.
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So get connected and get updated. Staying updated is well worth the effort and the time it
takes, and your computer will certainly thank you for it! It will run more smoothly, have
fewer problems, and who knows, you might even find out your old Web cam has a new
driver available.

Power Management in Windows XP
As laptops have gotten smaller, thinner, and lighter, they've had to sacrifice the longerlasting power that comes with large batteries. But at the same time, laptop chipsets and
processors have gotten smarter about power management, making the most of these
smaller batteries. Windows XP provides several options to manage the power consumed
by your laptop—or your desktop.
The Power Options will vary depending on the exact hardware configuration you have.
To use Power Options, the computer must be Advanced Configuration and Power
Interface (ACPI)-compliant, which dictates that all components are capable of power
management. If one or more components are not capable of power management, you
might not have ACPI functionality, or you might experience erratic behavior.
Power Options in Windows XP allow you to control the power management features of:
•

Your display

•

Your hard drive

•

Shut Down, Hibernate, and Stand by

•

Low battery warnings

Additionally, many laptop manufacturers provide even greater control, giving you more
components and devices, and allowing you to shut off or reduce the power consumption
of specific pieces of your hardware. We can't begin to cover all the options of the various
manufacturers and their power management utilities. In this column, we'll discuss how to
use power management in Windows XP.

Managing Your Monitor
Power management of your display screen is something that almost everyone is used to
these days. It's a good idea to shut off your display when you're not using it, even when
you're running a desktop computer. Although laptop displays don't use as much power,
it's still a relatively big power consumer.

Reducing Power Consumption by Your Hard Drive
The two biggest users of power on your laptop are the display and the hard drive.
Windows XP lets you tell your hard drive to stop spinning when you're not actively using
it, allowing you to save energy and thus battery power.
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Putting Your Computer on Standby or Hibernate
There are two basic options for putting your laptop to sleep when you're not actively
using it, but don't want to completely shut it down—Standby or Hibernate. Standby is
energy conserving, because your entire computer switches to a low-power state. Devices,
such as the monitor and hard disks, turn off and your computer uses less power. It's easy
to return to work, because Standby leaves applications and files open on your desktop.
Standby is perfect when you're going to be taking a break because the cabin attendant
just came by with what passes for lunch on airplanes these days, and you want to quickly
pick up exactly where you left off. (Note that airlines often request that you completely
turn off your computer during take off and landing. In Standby mode, your computer
might appear to be turned off but it could automatically restart. So shut down your
computer completely when it's not in use on an airplane.) Standby is not appropriate for
long term use—on many laptops, overnight is probably pushing it on standby. And it has
one important limitation—everything is in memory, not yet saved to the hard drive.
Hibernate mode writes an image of what you're currently working on to a special file on
your hard drive, and then shuts your computer almost completely off. It takes a bit longer
than Standby, since it needs to write to your hard drive. Hibernate also takes a bit longer
to resume, since you must go through essentially the normal boot process, although in
Windows XP your computer wakes faster from Hibernate than in previous versions of
Windows. The advantage is that you can leave your laptop in Hibernate mode for days
without any ill effect. When you start it back up, you'll see everything exactly as you left
it. Hibernate is the perfect mode for shutting down for the night or even the weekend.
If you are using Windows XP Home Edition, or Windows XP Professional with Fast
User Switching turned on, the Turn Off Computer menu will present the options to
Stand By, Turn Off, or Restart your computer. To put your computer into Hibernate
mode, click Start, and then click Turn off computer. Press and hold the <Shift> key.
The label under the first button changes from Stand By to Hibernate. Click Hibernate.

Adjusting Low Battery Warnings
In Power Options for Windows XP, you can set the low battery warnings for your
computer. You can choose exactly how much warning you'll receive when the battery
gets low and what actions are taken. There are two levels: Low Battery Alarm and
Critical Battery Alarm. I find I like to set the Low Battery Alarm level to around 10%
of remaining battery, which gives me plenty of time to finish up what I'm doing and shut
down in an orderly fashion. And I don't have the Low Battery Alarm actually do
anything, other than notify me. The Critical Battery Alarm, however, is set to go off at
3% remaining battery and initiates a forced hibernation. This saves my work and lets me
later connect to an external power source and pick up exactly where I left off. The one
caution here: Make sure you check Force standby or shutdown even if a program
stops responding, as shown in Figure 17 below.
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Figure 17.

Configuring Power Settings
Using Power Options in Control Panel, you can adjust any power management option
that your computer's unique hardware configuration supports. Because these options may
vary widely from computer to computer, the options described may differ from what you
see. Power Options automatically detects what is available on your computer and shows
you only the options that you can control. To configure your power settings:
1. Click Start, click Control Panel, click Performance and Maintenance, and
then click Power Options.
2. Or, if you see the little battery indicator on your task bar, right-click it and then
click Adjust Power Properties. The Power Options Properties dialog box opens,
as shown in Figure 18.
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Figure 18.

In the Power Options dialog box, you set options for a power scheme. Windows XP
comes with several preconfigured profiles. I've shown the Normal profile for my laptop
here, but you can easily create custom profiles that fine tune the properties for your
particular circumstances. You can create a new power scheme by clicking the time
settings you want, clicking Save As, and typing a name. I've got one used for playing
music CDs, for example, that shuts off the hard drive and screen almost immediately, but
doesn't ever put the system into standby mode.

Enabling Hibernation Mode
Finally, if your machine doesn't have Hibernate enabled, it's easy to enable it. If your
computer is set up by the manufacturer to support Hibernate: Open the Power Options
Properties dialog box and click the Hibernate tab to open the page shown in Figure 19.
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Figure 19.

Just click the Enable Hibernation check box and you're all set. You will, however, need
enough free disk space to hold all of your memory in a single file. This means, if your
laptop has 512 MB of RAM as mine does, you'll need roughly 512 MB of free disk space
on drive C.

Manufacturer's Utilities
Finally, a word on the various system-specific utilities available. In general, if your
laptop manufacturer includes a power management utility, it will offer additional features
above and beyond what is included in Windows XP, and may actually disable the
Windows XP Power Options dialog box. This makes sense, when you think about it—the
computer manufacturer certainly ought to know more about the hardware and what its
capabilities are, and most of them provide additional power management tuning abilities.
On my laptop, for example, I can set the screen brightness from full bright to too dim to
read, depending on how much power is left in the batteries. So if your laptop comes with
a power management utility, you'll generally find it offers additional capabilities. Just
make sure, if you have an older laptop that you've upgraded to Windows XP, that the
utility is compatible with Windows XP. You may need to download a newer version from
the manufacturer's Web site as I did.

Using Microsoft Online Crash Analysis
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If you experiment with beta software or bleeding-edge hardware, you've probably
experienced an error that Windows XP is willing to call "serious." The message shown in
Figure 20 appears when Windows XP has been forced to take drastic measures to protect
your computer. If you choose to report the problem, technical information about the
problem is collected and sent to Microsoft over the Internet. This is called error
reporting.
If you have an Internet connection, you can report program errors and system errors to
Microsoft. If an application experiences an error that it is not prepared to handle,
Windows XP stops the application and prompts you to send an error report. If a piece of
hardware or the software that communicates with the hardware (the driver) tries to do
something that could corrupt your computer, Windows XP shows you a blue screen and
restarts the computer. In the case of system errors, the message shown below in Figure 20
appears after your computer restarts. Then you're given the chance to track the error
report using the Microsoft Online Crash Analysis (MOCA) Web site.

Figure 20. Uh-oh. It's time to visit the Microsoft Online Crash Analysis Web site.

Let me explain what's in error reports, where they go, and how they are used. If you don't
play with new technologies and haven't run into error reporting, you may still be
interested in finding out more about the Microsoft bug-fixing processes.

What an Error Report Contains
If you do see an error message, you should make sure you're connected to the Internet
and then click the Send Error Report button. Windows XP puts together a short
message that describes the error you experienced, along with other information that helps
Microsoft support personnel identify and resolve the problem. That message is then
encrypted and sent across the Internet to Microsoft.
The information in the error report contains general Windows XP data such as your
operating system version and language, and the type of failure that occurred. Depending
on the type of failure, more detailed technical information about the cause of the problem
may also be included to enable software developers to analyze it.
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By default, error reporting is turned on in Windows XP.

How Microsoft Uses Error Reports
Microsoft gathers the error reports that customers send, analyzes them, and uses the
aggregate information to determine which problems are causing the most suffering. Steve
Ballmer points out in Connecting with Customers that about 80% of problems are caused
by 20% of bugs. The error reporting information enables Microsoft developers to identify
the most serious bugs and resolve them first. So, if you submit your error reports, there's
a better chance that the bug that caused your error will be fixed in the future.
Immediately after you choose to send your error report, you will be taken to the
Microsoft Online Crash Analysis (MOCA) website. In most cases, you can see details
about the type of error that you've experienced before you send the report to MOCA.
After you send the report, a response from MOCA will include steps to help solve the
problem and sometimes a link to updated drivers. Depending on the specific error, it may
even suggest a way to prevent it from happening in the future. For example, if you
experience an error while using Windows XP and choose to send the error report, MOCA
will analyze it. If MOCA determines that the error was caused by a problem that was
resolved by an updated device driver, MOCA will provide a link to the Windows Update
Web site.
The screen shown in Figure 21 shows the results of the MOCA analysis after I had an
error while using a new piece of hardware. MOCA correctly identified the problem as
being related to the device driver, and provided a link where I could download an updated
driver.

Figure 21. Microsoft Online Crash Analysis can tell you what went wrong and how to prevent it.

Track Your Error Report
If you experienced a blue screen, you will be given the option to use MOCA to track the
error. It's a good idea to track the errors, because you can return to the Microsoft Online
Crash Analysis site later to see if a problem has been fixed, as shown in Figure 22. Since
MOCA uses the .NET Passport to identify you, Microsoft support personnel can even
contact you if they need more information. Although you can send error reports after an
application fails to have your error analyzed by MOCA, you can only track error reports
using Microsoft Online Crash Analysis if the problem resulted in a blue screen, which is
also known as a stop error.
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Figure 22. Tracking your errors is a great way to prepare for a call to technical support.

If your problem was caused by a non-Microsoft component, such as a hardware device
driver created by a third-party, you should still send the error report. MOCA analyzes
these errors, too. The data that MOCA collects is forwarded on to the company
responsible for the driver, so that they can resolve the problem you're having. Depending
on the manufacturer, you may even be able to download the updated drivers using
Windows Update after the manufacturer has fixed the problem.
Note: If MOCA tells you that the problem was caused by a device driver, it's probably
caused by a piece of hardware that you've recently installed or upgraded. To get the most
up-to-date driver, visit Windows Update or the manufacturer's Web site.

Addresses Privacy Issues
Microsoft goes to great lengths to protect your privacy when you submit error reports.
The error report does contain a small portion of the contents of your computer's memory
and the address your computer uses to connect to the Internet. However, Microsoft will
never track the error report back to you personally—unless you specifically choose to
track the error report. Further, Microsoft carefully guards this error reporting information,
and only individuals actively working on fixing problems have access to the information.

Tired of Seeing Error Report Messages?
A friend of mine once covered up the Check Engine light on his dashboard because he
was tired of seeing it lit up. Obviously, this was a bad idea, because hiding the
notification of a problem only serves to ensure it won't be fixed. Sending error reports is
one of the most important things you can do for the health of your computer. The more
error reports Microsoft receives for a particular problem, the more likely it is the problem
will be fixed. However, if you've got a problem that keeps appearing and you'd rather
brush it under the carpet, you can turn off error reporting so it doesn't prompt you
anymore by following these steps:
1. Click Start, right-click My Computer, and then click Properties.
2. On the Advanced tab, click Error Reporting.
The PC Help Desk

31 of 32

3/20/2005

3. Click Disable error reporting and clear the But notify me when critical errors
occur check box, as shown in Figure 23.

Figure 23. You can, but shouldn't, disable error reporting.

I hope you never have a serious problem with Windows XP, but if you do, you should
send in your error report. If the problem has already been resolved, you'll get instructions
for fixing it. If the problem hasn't been fixed, you'll let the folks at Microsoft know that
there's a problem. Submitting your error report may even result in Microsoft releasing an
update to solve your problem!

Protect Your Files During a Power Outage
If the power goes out while your computer is on standby, you lose whatever is in
memory. If you have any unsaved documents, for example, they're gone. With an
uninterruptible power supply (UPS), however, you can prevent data loss during
blackouts.
Although the blackout might last longer than the battery run time provided by the UPS,
you can prevent loss, even if your computer happens to be on standby and you're away
when the power goes out. To do so, make the following settings in Power Options:
•

Enable hibernation. (Click Start, click Control Panel, click Performance and
Maintenance, and then click Power Options. On the Hibernate tab, select
Enable Hibernate Support.

•

Specify a time for the computer to switch to hibernation. This should be less than
the battery run time. (On the Power Schemes tab, set a time for System Hibernate
under Running On Batteries.)
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